Information security - supply chain risk management (SCRM) foundational responsibilities
This document provides an example framework which supports the Information security - goods and services procurement guide.

Agencies should include supply chain risk management (SCRM) processes in the buying process. This will reduce the risk to information systems. 
Breaking down roles and responsibilities will: 
· support agencies to manage SCRM across the organisation;  
· help the agency govern the risk; and 
· help individual practitioners to understand their role.
Each agency should consider their own approach to SCRM based on their risk profile. The following framework provides examples of what activities can be undertaken. It is modified from NIST 800-161 Supply Chain Risk Management Practices. (Note: The NIST 800-161 document is from the U.S Government. It gives guidance to agencies on Information and Communications Technology (ICT) supply chain risks). 

	
	Establish
	Assess
	Respond
	Monitor

	Organisational Level
	· Develop supply chain risk management (SCRM) policy.
· Integrate ICT SCRM into organisational risk management.
	· Assess organisational level ICT supply chain risk.
	· Make organisational level risk decisions.
· Establish organisational standards.
· Address organisational challenges.
	· Integrate SCRM into organisational continuous monitoring program.
· Review effectiveness of organisational program.

	
	· 
	· 
	· 
	· 

	Business processes
	· Define ICT SCRM business level requirements.
· Establish roles and responsibilities.
· Determine current SCRM baseline across the business and plan response. 
	· Determine current risk posture.
· Implement SCRM into procurement practices.
	· Make business-level decisions to manage risk.
· Implement local controls to meet organisational standards.
	· Prioritise the monitoring of high-risk systems.
· Integrate SCRM into continuous monitoring processing and systems.

	ICT Systems
	· Define the value of the system.
· Identify and define system-level requirements.
	· Conduct ICT SCRM risk assessment including criticality analysis for individual systems.
· Determine current risk exposure.
	· Select, tailor and implement controls to systems.
· Work with the risk committee and decision makers on system controls.
	· Monitor and evaluate system-level requirements and risks for change and impact.
· Monitor the effectiveness of system-level risk.



References
Involvement of agency ICT and cyber security professionals in information security practices at the agency level and in individual procurements should be considered. You may also find the reference materials below useful.
· Victorian Protective Data Security Standards, for the third-party arrangement requirements expected of public sector organisations covered by The Privacy and Data Protection Act 2014. 
· ISO/IEC 27036 Security techniques - Information security for supplier relationships (all parts) 
· NIST 800-161 Supply Chain Risk Management Practices for Federal Information Systems and Organizations 

Using this guide 
This guide accompanies the Victorian Government Purchasing Board’s goods and services supply policies. 
For more information contact the Chief Information Security Officer at the Department of Premier and Cabinet on Vicgov.ciso@dpc.vic.gov.au


© State of Victoria 2020 (Victorian Government Purchasing Board)
[image: ] 
This work is licensed under a Creative Commons Attribution 4.0 licence. You are free to re-use the work under that licence, on the condition that you credit the State of Victoria as author. The licence does not apply to any images, photographs or branding, including the Victorian Coat of Arms, the Victorian Government logo and the Department of Treasury and Finance logo.
Copyright queries may be directed to IPpolicy@dtf.vic.gov.au


OFFICIAL

image1.png




